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Chapter 13. The Power of Filters

13 filters and wrappers

The Power of Filters

Do not even THIMK about
trying fo talk to the master
without geing through me first. I
control what goes fo the master,
and I control what comes frem
the master..

They say that
he was inspired by
the Intercepting
Filter pattern.

Filters let you intercept the request. And if you can intercept the

request, you can also control the response. And best of all, the serviet remains

clueless. It never knows that someone stepped in between the dient request
and the Container’s invocation of the serviet's service() method. What does that
mean to you? Mare vacalions. Because the lime you would have spent rewriling
just ane of your servets can be spent instead writing and configuring a filter that
has the ability to affect 2/l of your serviets. Want to add user request tracking to
every servlel in your app? No problem. Wanl to manipulale the output from ever
sendetin your app? No problem, And you don't even have to touch the serviet

code, Filters may be the most powerful weh app davelopment tool you have
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Chapter 13. The Power of Filters

official Sun exam ohjectives
srssp———
Filters Coverage Notes:
3.3 Describe the Web Container request processing This abjective is covered completely in this
model; write and configure a fiter; create a chapter

request or response wrapper; and given a design
problem, describe how to apply a filter or wrapper.

11.1 Given a scenario description with a list of issues,
select a pattern that would soive the issues. The
list of patterns you must know are. Intercepting
Filter, Mode!-View-Controller, Front Controlier,

Sevice Locator, Business Delegate. and Transfer Filiens, which ave covered i ihis chapier, ave

Object. an excnple of (imagine this) the utercepling
Filter fouttern. We don't cover pattern-speeific
info wwiil the Palterns chappter, bat of's xa TITS
chapier where you actwally see a design that
demonstrates the Tntevcepting Filter patters.

11.1 Malch design patterns with statements describing
potential benefits that accrue from the use of
the pattern, for any of the following patterns:
Intercepting Filter, Model-View-Controlier,
Service Locator, Business Delegate, and Transfer
Object.
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filters and w

Enhancing the entire web application

Someumes you need o enhance your

system in ways that span many

different use cases or requesss. For example, you might want to keep tack
of yowr systein's vespouse thnes, across all ol its different user interactions.

I got good news and bad
news today. The good news is
that the new "Add your favorite recipe”
feature on the Beer site is very popular!
The bad news is that the boss wants us
to keep track of all the users who
access these serviets..

I sure don't want
to go modify a bunch of
werking servlets, especially when
I know that as soon as I add user
tracking, the boss will tell me
te take it out again
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request and response (iiters

How about sowe kind of “filter”?

Filters are Java components—very simalar o servles—ithat you can use
to intercept and process vequests before they are sent to the servlet, or to
process responses affer e servlet las completed, bue befme the vespouse
goes back ra the client.

The Conmainer decides when ta invake your filters hased on declarations
in the DD In the DD, the deployer maps which filters will be called for
which request URL pauterns, So ic’s the deployer, not the programmer,
wha decides which subset ol vequests o1 vespouses should be processed by
which filrers

t and f:rde {..;hd% Al
The veauest dnd YES{Z ¥ and being passed
being passed 4o the Filker {o the iﬁvﬁcﬁ‘j -

responst ebyetts

=
C.\nﬂ\(

T

Client Container

Serviet

Filter

The servlet o -
ey
hanged, g p o e

krowledas o1
Fun things to do with Filters 93¢ of the figer

Request filiers can

¥ perform security checks

» reforinat request headers or bodies There is only ONE
filter interface,
Filter.

's no such thing as @ Requasz.‘#!clrr
Ei!;rz:pgnsaﬁner intarface—It's just Filtsr.
When we faik aboul 2 reguesl fiter vs. 8 ‘
response fiiter, we're talking only about hawe
you USE the filter, not th ach_.laf fiiter mrudr-
face. As far as the Container is concsmen, "
ihere is anly one kind of filler— -anything tha:
implements the Filtet interface.

»audit or log requests

Response filiers can:

» compress the

Ssponse styeam
»append or alter the vesponse siream

»ureate a4 different respouse aliogether
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filters and wi:

Filters are modular, and configurable in the PP

Filters can be chained together, to run one afier the other Fillers are
designed 1o be toally self-contained. A fileer doesn't care which (if any)
Gilters 1an befove i did, aud ic doesu't care which one will tun next.*

The DD controls the order 1n which filters v we N talk abour fliey DD
configuration a little later in the chapier.

DD configuration 1:
Using the DD, vou can link them together by telling the Container: “For these
URLs, vun filter 1, then filter 7, then filter 3, then run the curgetservier”

—— —
\e“—’ D S

Cantainer

sl lugless

Serviet

Client

Filter 1 i Filter 2

DD configuration 2:
Then. with a quick change 1o the DD. you can delete and swap thew withi:

“For these TTRLs, run filter 3. then filter 7. and then the arger servlet”

lorge? Now filter 3 204 filter 7 I\"eﬂnha new
fitker e in 3 different ordey heve. s always,

tFn:Fcu

Weve rd

£ vira 50

Servlet

Filter 3

=Were fudging a litde. The deployer ofien does need o configure thie order
hased on the consequences af the transformations pertormed by the filters

You wouldn't, for example, add a watermark 1o an image afier you applicd
a compression filter. In that example, the watermark fileer would have o do
its thing before the data hits the compression flter. The point is, you as the
prograwmer will nar build dependencies into your eode.

vou are here » 673
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Chapter 13. The Power of Filters

filters are like scivi

If filters are like
servlets, then I'm guessing
‘they must be invoked by the
Container, just like serviets. They
probably have their own
lifecycle. .

Three ways filters are like servlets

Kim's vight, filters live in the Container. In many ways
they're similar to their co-residents, servles. Here ave a few

¥
ﬁ ways in which fikiers are like seivlets:
n %

J,‘" K The Container knows their API
Filters have their own APL When a Java class implements
the Filter interface, it's striking a deal with the Container,
- and it goes from heing a plain old class o being an

! ‘ official [2FF. Filter. Other members of the filter AP1 allow

filters to get access (o the ServletContext, and tw be linked

to other filiers,

The Container manages their lifecycle

like serviets, filters have a lifecyele. Like senvets, they
B

Juo
have mit() and destroy() methods. Snmilar o a servlet's
doGet() /doPost({) method, filters have a doFilter() method

They're declared in the DD

Aweb app can have lots of filters, and a given request
can cause more than one filter (0 execute, The DIV is the
place where you declare which filters will run in response
and in which order

tar which reques
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Chapter 13. The Power of Filters

filters and w

Building the request tracking filter

Our ask 1s 1o enhance the Beer applica
SOMEOnE Yeque:

uon so that whenever

s any of the resources associated with updating
vecipes, we'll be abile 1o keep nack of who made the vequest.
Here's one version af whar such a filter might laak like.

ters have no idea
Wwho's going cal] thery
OF Who's nexy i ine!

package com.exanple

Fitkar and FilberChan

let -
& e m _)away.scru et Fuery Ller MUST ;,;.yhznen%
2 Yhe Filber intertace

R ervle

o ik, implement init(); wsually you

= just save bhe tonfig object

ception

w do the veal

AcFitkerl) s whevt thod dossn't

work.. Notite Enat the me i
Lake WT TP vesuest and vespors i
it yst veqelar CeruletRespe

et ts ;
Zc‘: JekResponse c\‘:)ﬂ."‘.‘

TCException |

ServletRegquast htt

& But we've prebdy sue
that we tan cast the
vequest and vesponse 4o
Eheir HTTP subbypes

St¥ing hame = http

if (name != null)

+ name + % is updating”):

This is haw the next filter or serdet
in line gets called — lots move on this
in the next couple of pages

You wust implement destray()
but wually it's empty
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filter

A filter’s life cyele

Every filter must implement the three methods in

the Filter interface: init(), doFilter(), and destroy().

First there’s init()

When the Container decides (o instantiite u
filter, the init() wethod is yow chance to do
ks betove the filter is called, The
most common implementation was shown on

any ser-ugs

the previous page; saving u veference to the
FilterConfig object (or later use in the fileer

doFilter() does the heavy lifting

The doFilter() mechod is called every time the
Coutainer deterines that the Olter should be
applied to the current request. The doFilrer()
method wkes three argumenis:

* A ServieRequest

(not an HitpServietRequest) !
¥ A Servle(Response

(not an HitpServletResponse)!
» A FilterChain

The doFilter () wethod is yowmr chauce to
mmplement vour filter’s funeton. It your filier
is supposed to log user names to a file, do it
in doFileer (). Want w compress the respunse
outpt? Do itin doFilter().

In the end there’s destroy()

When the Container decides to remove a filter
instance, it calls the destroy() method, giving
youa chance 10 do any cleanup you need 1o do
biefore the stance is destroyed

676

herejare po o
Dunils @uestlons

Q' What is a FilterChain?

.
A' A FilterChain is the coclest thing in all of
Filter-dom, Filters are designed to be maodular
building blocks you can mix together in a variety
of ways 1o make a combination of things happen,
and the FilterChain is a big part of what makes this
possible. lts the thing that knows wha! comes next. We
already mentioned that the filters (not te mention
the servlet] shouldn't know anything about the
other filters involved in the request.. but someane
needs to know the order, and that someane is the
FilterChain, driven by the filter elements you specify
in the DDx

By the way, FilterChain 15 in the same package as
Filter, javox.servier.

Q‘ I noticed that in your doFilter() method
you made this call: chain.doFilter()... What's a
doFilter() doing inside a doFilter()? You're not
gonna get all recursive on us, are you?

A. The FilterChain interface's doFilter{} is a little
bit different than the Filter interface’s doFilter(].
Here's the main difference:

The doFilter() method of the FilterChain takes care
of figuring out whose doFilteri method to invoke
next [or,if it's the end of the chain, which servlet’s
service(l method). but the doFilter() method in a
Filter actually does the filtering—the thing the filter
was created to do.

This means a FilterChain can invoke EITHER a filter or
a servilet, depending an whether it's the end of the
chain.The end of the chain is always either a serviet
of a JSP (which means a JSP's generated servlet, of
caurse), assuming the Container is able to map the
request URL to a servlet or J5P. (If the Container can't
locate the right resource for the request, the filter is
never invoked.)
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Chapter 13. The Power of Filters

Think of filters as being “stackable”

The servlel spee doesn’'t diciate how the chain.doFilter{req, resp)
method is hundled inside the container. In pracdce, though, you can
think of dee process of filters chaiuing to each other as il they were
simply method ealls on a single stack. We know there’s more going on
behind the scenes in the Container, bul we don’t care, as long as we can
predict how our fileers will vun, und 4 roncepiual G not physical) stack
lets us do that,

A conceptual call stack example

In this example, a request for ServietA will be filtered by owo fileers,
Filterd, (hen Filter7

filters and wrappers

This “conceptual stack”
15 just a way fo think
about filter chain
invoeations. We don’t
know (or care) how

the Container actually
jmplements this—hut
thinking of it this way
lets you predict haw
your filter chain will

have.

the stack the stack the stack the stack the stack
(1] 2] 2] (4] (s

Upoen getting The Container The Container The Container The Container
the request, pushes Filter7's pushes ServletA's returns contral to  returns contral to
the Container doFilter() method service() method  Filter7, where its  Filter3, where its
calls Filter3's onthe top of the  on the top of doFilter() method deFilter() method
doFilter() method, stack - where it the stack where  completesandis  completes, and is
which runs until executes until it it executes to then popped off.  popped off. Then
it encounfers its reaches its chain.  completion, and is the Container
chain.doFilter() doFilter ()call. then popped of f completes the
call. the stack. response.

you are here » BT
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configuring iter

Peclaring and ordering filters

When vou configure filters in the DD, you'll usually do three things:

> Declare your fileer

»  Map your filter to the web vesources you want to filter

»

Declaring a filter

Declaring a filter mapping to a

URL pattern

-

1 </I r=name
<url-pattern>*. do</url-pattern>
P =

Arangr these mappings fo create filier invoration sequences

Rules for <filter>

»

Declaring a filter mapping to a

serviet name

r R

er—mar 9>

£ ter- >

ervliet-name>AdviceServlet</servliet-name>

* The <filter-name> is mandatary.
* The <filter-class> is mandatory.
» The <init-param> is optional, and

you can have many.

Rules for <filter-mapping>

The <filter-name> is mandatory and itis used
to link te the correct <filter> element.

Either the <url-patter> or the the
<serviet-name> element is mandatory.

The <url-pattemn> element defines which web
app resources will use this filter.

The <serviet-name> element defines which
single web app resource will use this filter.

hen more than one filter is mapped fo a given resource, the Container uses the following rul

1) ALL filters with matching URL patterns are located fi
rules the Container uses to choose the
ill be: pla

ALL filters that match

hen a client makes

ain in the order in which they are declared in the DD.

Once all filters with matching URLs are placed in the chain

filters that have a matching <servlet-name> in the DD.

This is NOT the same as the URL mapping
a request for a resource, because
in the chain!! Filters with matching URL patterns are placed in the

the Container does the same thing with
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Chapter 13. The Power of Filters

Isn't THAT typical... they give us a way
ta filter requests coming fram a clienf,
and they just forget oll about requests

that WE generate through ferwards and
request dispafches. Geez.. they treat
request dispatching like it's a second-
class invocation Technigue?!

]
5

News Flash: As of version 24 filters
can be applied to request dispatehers

Think about ic. 1t's gyeat thut filters can be applied to requests
that come divectly vom the elieni. But what about vesources
requested fromn a forward o1 include, request dispatch, and/
ar the error handler? Servlet sper 2.4 ta the rescue

Declaring a filter mapping for Declaration Rules

request-dispatched web resources > The <fiter-name> is mandatory.

> Either the <url-pattem> or <servlet-name>
element is mandalory.

»  You can have from 0 ta 4 <dispatcher> elements.

> AREQUEST value activates the filter for dient
requests. If no <dispatcher> element is prasent,

cdispaticher>INCLUDES/d1 epatohars REQUEST is the defaull.

> An INCLUDE value activates the filter for request

-and /or-

-and/or- dispatching from an include() call.
<dispetoh=r>FORWARDS /81 spat ohers > AFORWARD value activates the filter for request
dispatching from a forward{) call.
-and/ or-

> An ERROR value activates the filter for resources

»>ERROR< /dis called by the error handler.
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filter configuration

wpm ywr Fenm] Based on the following DD fragment, write down

the sequence in which the filters will be executed
for each request path. Assume Filter1 through
Filter5 have been properly declared. (Answers
are al the end of this chapter.)

Request path Filter Sequence
/Recipes/HopsReport.do Filters:
/Recipes/HopsList.do Filters:
/Recipes/Modify/ModRecipes.do Filters:

/HopsList.do Filters:
/Recipes/Add/AddRecipes . do Filters:
680 13
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filters and w

Compressing output with a response-side filter

Eurlier we showed a very simple request filter. But now we'll look ata rwsporse
filter. Response filters ave a bit trickier, but they can be incredibly useful, They
Ietus do sonething o the respouse owput afier the savlet does its thing,

but hefors the respans sent 1o the elient. 8o instead of stepping in at the
beginning—hsfore the servlet gets the request—we siep in at the end—ajier the
servlet gets the request and genevates a vesponse

Well. soat of... think about it Filiers are always invoked in the chain befare the
servler, There's wo such thing as a filter that is invoked only after the savlet
But.. remember that stack picture. The filter gets another shot at this after the
servlet completes its work and is popped off the (virtual) stack!

Seems like a filter
would be the way to go...
But since we're dealing with
responses, I'li have 1o put the

tompression cade AFTER the
chain.doFitter() call...

My boss liked my first fitter so
much he wants me to write another
one. The company's pipe to the

Internet is getting really busy, so
now he wants us to compress all
of our response streams...
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a response filter

Architecture of a response filter

Rachel i walking about the basic suucture of what you putin
adoFilter () method—frst vou do work related to the request,
thens you call cliain.doFilter (), dien finally, when die sexvlet (and
any other filter in the chain after vour filter) campletes and
conirol is retwmed o vour original doFilier()method, you can
do sumething to the response.

Rachel’'s pseudo-code for the compression filter

class MyCompressionFilter implements Filter |

syt ()

public woid doFilter(request, response, chain) {
/7 this is where request handling would go

Tetpni ; Aet does its
esponse); {_f_Theks:—; ;J.'.s ik

chain.deFilter (request,

// do compression logic here ¢ Now that -f:w
w
: ey T b
destrayi); FeSPonse the s:wf“{ Compressing the
t L generated

The conceptual call stack

The Servlet's service()
method goes on the
top of the stack, does
some work, generates
a response output, and
completes.

The Compression
filter's deFilter()
method runs, and
invokes chain.daFilter().
It's too early to do

any compression—the
goal is to compress the
response output from
the serviet,

682 chapter 13

Now that the Servlet's
service() method

has popped of f the
stack, the rest of the
compression filter's
deFilter() method can
run, and (it hopes) do the
compression on whatever
the servlet wrote to the
response output!
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Chapter 13. The Power of Filters

filters and wrap;

But is it really that simple?

Does compressing the response really involve nothing more than
ing for the serviet to finish, then compressing the servlet’s
response outpur: After all, the filter’s doFilter () method has a
reference to the same response object that went to the servler, so m
theory, the filter should have access (o the response swpur..

public void doFilter(request, response, chain) {
// this is where reqguest handling would go
chain.doFilter (request, response); @ @

/{ do compression logic here
y ®

4 The filter passes the request
and response to the servlet, and
waits patiently for its chance to
Request and compress stuff.
Response

Container L 2a The senet doss its thing,
creating output, blissfully unaware
that this very same output was

supposed to be compressed.

2b The output goes back
through the Container and..,

Client

3 The call to chain doFilter{) has
returned, and the filter was hoping
to grab the output and and start

2¢ It's sent back to the client!
Hmmm... this could be a problem.

- Output The filter was hoping to have a
cumpressTng..‘ Uheoh TT S‘rrz[:m\ chance to do something to the
EXCEPT it's too late! The output was ia o b his output (compress it) before the
already sent to the client! The Container the P”: fem. autput went to the dlient.
doesh't buffer the output for the filter. d s F“‘[;

By the time the filter's own doFilter() oein L wait

L
method is at the top of the {conceptual) o the fiter!

stack, it's too late for the filter to
affect the output.
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Chapter 13. The Power of Filters

filtering the ouiput

The output has left the building

This won't work! I can't
compress something on the way
out of the servlet, because it's foo late.
The autput goes straight frem the serviet
back to the client. But the whole point is

to compress the output, so how can T
get control of The cutput BEFORE it
goes to the client?

Think about this for a minute... the serviet
actually gets the output stream or writer

from the respense object. What if instead
of passing the REAL response object ta the serviet,
your filter swopped in a custem response object

with an autput sfream that you control? MNobody
said the filter has to pass the REAL response
when it calls chain.doFiiter().

A DIFFERENT vesponse

Original vequest and vesponse

v chain.doFilte- (@) ()

doFilter( . . )
!

Container

Serviet

Filter
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Chapter 13. The Power of Filters

filters and wiap

We can implement our OWN response

The Container already implements the HupServleResponse interface: that’s
what you get in the doFilter() and service() methods. But to gét this compression
filter working, we have toanake our own custon huplewentaton of the
HupSerderResponse interface and pass that to the server via the chain doFilter ()
call. And that custom implementation has to also include a custon antfut steane as
well, since that’s the goul—to caprure the ongput affer the servlet wrices to it but
before it goes back to the chent,

The filter pacses 3 custom “MyResponse”,
which implements HitpServletResponse
(inskead of the original REAL vespamse
the Container passed 4o the filker)

getos()

w{“e_o Servlet

oD
AnemmEeE
TG E W

.. The "MyResponse” objert also has a tustom

~. oubpul sbream that tompresses the data
written by the sevulet, and then sends the
tompressed data to the origingl output

i stream (that goes back to the thent)

The "MyResponse” cbject

dele (passes—throughl,

most of the talls it vezeives,

to the "real” vespanse objert

Q’ Filters pass Servl and Servl ohjects to the next
thing in the chain, NOT HttpServlet Response! 5o why are you talking abaut
! g HutpServlet 7

.
A' Filters were designed to be generic, and so officially. you're right. If we
thought ane of out filters might be used in a non-web app, we'd be implementing
the non-HTTP interface (ServletResponse), but taday, the chances of someone
develaping non-HTTP servlets is close to zero, so we're nat warried, And since
ServletResponse is the supertype of HttpServletResponse, there's no problem passing
an HitpServletResponse where a ServletRespanse is expected.

you are here » 685
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Chapter 13. The Power of Filters

implementing |

ServietResponse interface
(javax serviet SenvietResponse)
HitpServletResponse s such

a complicated interface... if <<infeiater>

only there were a way to avoid ServietResponse

implementing all these methods getButierSizel)

and delegating calls to the real

resporge... selConlentType])

getOutpurStraam)
getWiler()
/f MANY more methads..

HttpServietResponse interface
(javax.serviet.htip.HtipServietResponse)

<<inferfage>>
HitpServiatResponse

| addCookie)
She doesi't know about the serviet Wrapper classes MMHJ;M
Creating your own custom HupServletResponse addteader)
implementation wonld be a pain. Especially when all encodeRediectURL])
vou want w implement wre just i fer of the methods encodeURLY)
And since HupServietResponse is an inter face that seridErian)
extends anothier interface, to nupleuent your own i
custom response, you'd have to implement eseything sondRatlc)
in both HupServletResponse and its superinterface, sefDateHeader(}
ServleiResponse. selHoader]
But formmnartely, someone ac Sun did thac for you, by serme)
aeating a support convenience class that inpletecnts the #/mare methods
ItpServlerRespanse intertace. All of the methods in that

class delegate the ealls to the underlying real response

created by the Container, ’]\
Remember, o implement
HttpServletResponse you have Lo
imphement. EVERYTHING feom
both it and its supevintevface
SeviletResponse.
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Chapter 13. The Power of Filters

filters and wrappers

Wrappers rock

The wrapper classes in the servlet AP are avesome—they
implement all the methods needed for the thing vou're
uying o wiap, delegating all calls to the underlviug request
arresponse object. All yon need ro do is extend one of the
wrappers, and override just the methods you need o do your
eustom work.

WrappER (your tustom

response o'oJrLU

You've seen support classes in the J25F AL of cowrse, with
things like the Listener adapter ¢lasses fov GUIs. And you've
seen them in the JSP APT with the custom tag suppont classes,
But while those support classes and (hese vequest and response

wrappets ave all convenience classes, the wrappers we a lide

different because they, well, wrap an object of the wpe they WirappEE {the original
implement. In other words, they don't just provide an interfaee Containev—treated
smplemeaitatian, they actually hold a veference to an ohject of vesponse obyeet)

the sume interf: vpe to which they delegate method culls.

{By the way, this has nothing whatsoever to do with the J25F
“prnivve wrapper” dlasses like Integer, Booleau, Double. c1c.)

‘Whenever you want to

Creating a specialized version of a request ov vespouse is such a

common approach when ereating filrers, that Sun has created create a custom I'e'{uest

four “convenience” classes 1o make the job easier: or response ﬂbjecf;, jusf

> sarvl questirapper Su.bclﬂss one of tbﬂ

> W spper convenjence request

: or response “wrapper”
classes.

A wrapper wraps the REAL

Aithough not explicitly listed in b request of response ohject,
0 i u 2
et e and delegates (passes

on~JZEE) design pattems, through) calls fo the real

e familiar with regular old (n rou . 1
b s e ks oz | fing. wile sl letting
i Decorator paftern (aithough 1 .
iééiﬁir? attorn. The DecaratorWiapper ds;:ara!emﬁﬂ:nd you do the extra things
i “enhanced” implemen 4
ane kind of an obﬁc::;: ;FédZnnsw capabiities” whils il doing you need Jor your custom

by “enhanced”, W M ; o
ing the original wrapped thing did. ! !
?;";Bmk:g:yfng, _;‘E‘q justa BETTER vﬁrsm.rlgf rhsha'h::g;ilﬁvzr?:a
ir hing it doss, and mors.” One chiaracx
gzg;;;cdsvvrz%sri that it delegates method invocations to the
thing it wraps, rather than being a complete raplacement.

Fequest o response.
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Chapter 13. The Power of Filters

a response

Adding a simple Wrapper to the design

Let’s enhance Rachel’s first pseudo-code by adding a wrapper.

Let's subtlass thie

weapper thas for aur
Comp ion filter design, version 2 (pseudocode) / ovin evil purfases:

class i er extends HttpServletResponseWrapper |

// everride any method want to customize

| ¥
& We'll be deing some vedl

2 Few pages!

. . . ing i
class MydompressionFilter implements Filter | everviding

ctg) ¢ |

response, chainl |

The att of "wrappng’ the vesponse

Compressi r wr. d ‘__/ with our tustom Wrapper class

= new CompressionR ser ( ) :

chain.dofilter (reguest, wrappedResp] ;q‘\\

iusiEa TEGLE hake Now we send this along down the filter

y thain. None of the tomponents down the
: tray(d § } thain will ever knaw that the vesponse

; object they get was 2 ustom job

4 The filter passes the request
cbject and a custom response
object to the sendet.

Caontainer Servlet

@ 2 Since we didn't override any
metheds in the Wrapper, the output

O sireamisn't affected... yet.

Output
Stream

688
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filters and wrappers
Add an output stream Wrapper
Leu's add a second Wrapper...
i ; - guervide ks methed 2 eetirn
Compression filter design, version 3 (pseudocode) Y- ok stream
2 Custom ¥
extends HttpServlepKBsponseWrapper |
public Servletou an getOutputStream|) thraws... | . .
- 'Wrapping the
gervletGzip0s = ney zip50s regp.getoutputstrean(}); é—/ SerletQutputStrcam
‘n servletGzipOs: with qur Lustom
i S Return 3 “special ServletOubputSiveam
) ) CervlekOutputStrean ta Wrapper tlass. For
. // maybe override other methods sk ks Lor-cnte recom Veb'S Gosiomm ﬁny
¢ SevvletQutputStream
extends
55 MyCompr | ServletOutputSiveam
public void i
public void
Comp
ch
/ do compressicn logic here
}
public void destroyi{) { }
4 The filter passes the request
object and a custom response
object to the serviet. The
custom response has a special
getOutputStream method.
Container
2 When the serviet asks for an
it doesn't KNOW thal it will geta
“special” output stream.
Wrapeen
OuthuT
STREAM
» 689
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Chapter 13. The Power of Filters

response compression

The real compression filter code

Time (o code. We end this chapter by looking at the code
for both the compression filter and the wrapper it uses.
We're expanding o the previous discussion, and while
there is same new stutf here, iv's masly just plain Java cade.

This filter provides a mechanism o compress the response
body content. This type of filter would commonly be
applied to any texc content such as HTMI, but not to most
wedia fonuats sueli as PNG or MPEG. because they ave

already compressed.

package

compietely oo,
import 4

The init method saves the tontig objett
and 3 itk vefevente 1o the sevvlel
tontext object [for logging purpases)

void init(Filtere
throws ServletExce

Pelax You don’t nee, At anne T2
- . o
this code for ihe Study

exam.

X8I, 50 consiger, Hhherels exXample for tha

The heart of this Filter wraps the vesponse
objeek with a Decorator that, weaps the outpud

stream with a Lomprestion [/0 stream

Compression of the outpul stream is perkormed

c woid doFilter (Servl

threws 101 on, Serv
request
nse responae

ader [ “Aooept-
VoE

if and only if the thent inchdes an Areept-
Entoding header (specibitally, for quip).

1203509} § §—— Does the thent attept
QZIP eompression?

Comp: ionRespe apper FP P I 50, wrap the vesponce hiett

690 chapter 13

with 3 tompression wrapper.
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filters and wiap

Compression filter code, cont. Dehugiging Tip!

To test this filter, comment out this
line of code. You should see illegible,
cumpressed data in vour browser.

) Deckive that Lhe respomse
BT L fenk o beimg G7IP entoded

3 é—— Chain to the next tomponent.

tputStream ()

T Wi
st ) must, be “finished”, which
also Quches the §7IP chvesm
bubfer, and sends all of its
data to the origmal vesponse
stream

gZos = wrappedResp.

etFilterName{; + “: finished the

etFilterNama(} + rie encoding performed.¥);

+

The container handles the
vest of the work

e varisbles

Sa far so
», a good. How hard cana

Off fhﬁ pafh little thing like a wrapper be?
Compression meets HTTP
(Famous last words...)
How does the server kuow it cau send commpessed daa? How
docs the browser know when ir's getting compressed dara? It
turns out that HTTP is “compression-aware”; here's how it
works:

> Ome of the headers that the browser sends (“Accept-
Encoding: gzip”), tells the server about the browser’s
capabilities for dealing with difterent types of content.

> If the server sees thal the browser can deal with
compressed dai, itwill perform the compression, and
add a header (*Content-Eucoding: gap™), ta the respousc.

»  When the hrowser receives the response, the “Content- \
Encoding: gzip” header tells the browser to de-compress ' 3
the daca before it is displayed.

vou are here » 691
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Chapter 13. The Power of Filters

response compression i

Compression wrapper code

We looked at the Compression filler; now let's take a look au the
wrapper it uses. This is one of the most complicated topics in all of
sevvlerdom, so don 't panic il vou don't grok it the first time.

This vesponse wrapper decorates the oviginal respouse object by
adding & compression decorator on the original seret antput
strear.

class CompressionResponseWrapper extends HttpServletResponseWrapper |

“ The tompressed output stream
Lor the sevvlet vesponse

private G2IPServletOutputStream servletizipds = null;

private PrintWriter pw = null;s &Thz PrintWierter ah)n’-t o the

Eompressed output strzam.

i srvletResponse resp) { :

ri{xesp); The super canstructor perkorms the
& Detocator vesporsibility of storing 3

veferente to the object being decorated,

wn this tase the HTTP resporse objert

public veid setContentLength(in

Lend | )} &—— lonove this method—the out-

put will be eompressed.

public GZIPEf getGZIPOutputStream()
Fetuen chi 508

8, internalGad

b8

f\‘ This detorator method, used by the Filter,
gives the Lompression Filter 3 handle on the
G7IP output stream so that the Lilter an
“firish” and flush the GZIP stream.
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filters and wrappers

Compression wrapper code, cont.

Provide attess 10 3 detorated

private object streamUsed = null; /— servlet output stream.

ServietOutputStream getOutputStream() ws IOException

pub = ¥
if {(streamUsed ! &%k (streanUsed != pw)) |
throw new Illegal. Exception{);
! o Alow the sevlet ko atcest a servlet ovtput

stream only if the sevvlet has rot alveady
: aetesed the prink wiker

W EiI?sErviet-:utpuz‘;‘.truan(gutRsspnnsu4! p
Lgetoutputstraam (}); T Wiap the arigind sevdlet output
3 shieam with our Lompression

streamised = sery

1
return servletGzip0s: serviet output, sbeeam
1 Provide attess to 3 detorated
//—- print; writer.
PrintWriter getWriter() throews IOExe
fpos)) |

& (streamUsed != s

cception () K- {
Allow the servlet to attess a print writer,

anly ik the serlet has not alveady attessed
4he serviet outpul stream.

fri&ip:'_;:;l;]l jie To make a print writer, we have
RS PRTTT o fiest weap the sevlet autput
4 stream and then wrap the
oding () }; g—— Compression servlet output stredm
in two additional output stream

Writer osw

OUtpUtSEres

= new Outputstrs; riter (servlatGzi

se().getih

new Printilriter (osw); detovators: OutputStreamWriter
streamUsed = pi; whith converts thavatters into
| bytes, 3nd then 3 PrimtWriter on
teturn pwy top of the DutputStveawWiriber
i object.

you are here v 693
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Chapter 13. The Power of Filters

response output cicc

Compression wrapper, helper class code

This helper class is a Decorator on the ServletQuipuiStream absuact
cluss which delegates the reul work of compressing the generated
content using a standard GZTP output stream.

There is only one absoacousethod in the SerdetOutpueStrean: that
this Decorator must implement: write (int). This is where all of the

delegation wagic oceurs!

JutputsStream (

GZIPServletOutputStream e

&—— Keep a vebevente to the vaw GZIP streaw Thie
inskance vavidble is patkage—private to allow the
/** Decorator cohstructor */ Lompression response wrapper ditess to this varable.

GZIPServletOutputStream throws IOException |
this.internalGzip0s

B2IPQutputStream internals

os)

public i write(int
internalGzipos.

o

This wethod implements the tompression detoration by delegating
the writel) ¢all {o the BZIP tompression stream, whith is wrapping
the original ServletOutputShoeam, (which in fuen is ulimately
wrapping the TCP network autput streawm 4o the client)
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filters and wr

sndharpen your percil  ANSWERS
i\\ Write down the sequence in which the filters
will be exesuted for each request path. Assume
Filter1 - Filter5 have been properly declared.

Request path Filter Sequence
/Recipes/HopsReport.do Filters: 1, B
/Recipes/HopsList.do Filters: 1‘ 5' 2
/Recipes/Modify/ModRecipes.do Filters: 1, 5, 4
/HopsList.do Filters: B
/Recipes/Add/AddRecipes.do Fiters: 1, 3, 5

you & » 695
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mock cxam

CQVFFEE
CRLHMN

Wack Exam Phapten 15

Which are nue about filters? (Chaose all that apply:)

I AL Adtilier can act on only the request or response ohjert,
not both.

|d B The destroy method is always a container callback
method.

|d C.The doFilter method is always # conuainer callback
method.

Id D The onlyway 4 filter can be favoked is through a
declaration in the DD

0 F. The nex filtey in a filter chain can be specified either
by the previous filier o1 i the DD,

Which are truc about deelaring filters in the DD?
2 (Choose all that apply)

A Unlike servlets, fliers CANNOT declare initialization pavameters.

[d B Filter chain order is always determinee by the order the elements
appeat in the DD

[ € A cluss that extends wn APTrequest or response wrapper class must
be declaved in the DD

[ DA class that extends an APT request or vesponse wiappey class is
using the hutercepting Filter pattern

[d E.Filter chain ovder is affected by whether filter mappings are
declared via <url=-pattern> or via <servlet=-name>,

696
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filters and w

Given this method in an otherwise properly defined Fil ter implementation:

3 20. public void doFilter (ServletRequest req,

21.
22.
22.
23.
23.

3z.

33. }
Which
a oA

a

=}

L

(=

ServletResponse response,
FilterChain chain)
throws IOException, ServletException {
HttpServletRequest request = (HttpServletRequest) zeg;
HttpSession session = request.getSessgion();
Object user = session.getAttribute (“user”);
if (user '= null) (
UserRequest ureq = new UserRequest(request, user);
chain.doFilter (ureq, respense);
else {
RequestDispatcher rd = request.getRequestDispatcher (“/login.jsp”);
rd.forward (request, response);
1

—

is true?

Anexception will always be thrown if line 31 execuies

. Line 28 is invalid hecanse request must be passed

as the first argument

. This linc: chain . doFilter (request, response)

must be inserted somewhere in the else block.

. This method does nor properly implement

Filter.doFilter () because the method
signature is incorvect.

. None of the abuve

arehere r 697
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mock cxarr

Given a partal deployment desenptor

11. <filter>

12, <filter-name>My Filter</filter-name>

13. <filter-class>com.example . MyFilter</filter-class>
14. </filter>

15. <filter-mapping>

16. <filter-name>My Filter</filter-name>

17. <url=pattern>/my</url=-pattern>

18. </filter-mapping>

18. <servlet>

20. <servlet-name>My Servlet</servlet-name>

21, <servlet-class>com.example .MyServlet</servlet-class>
22. </servlet>

23. <servlet-mapping>

24. <servlet-name>My Servlet</servlet-name>

25. <url-pattern>/my</url-pattern>

26. </servlet-mapping>

Which is true? (Choose all thaw apply.)

o

A The file is invalid because the URL pactern /my
is wapped o Lot a servlet and a filter

I3 R. The file is invalid because neither the serviet name
nen the filter nae is allowed (o contain spaces

[d €. The filter MyFilter will be invoked after the
MyServlet servlet fon each request thatwatches
the partern /my.

d D, The filler MyFilter will Le invoked before the
MyServlet servlet tor cach request that matches

the pauern /my.

| E. The file is invalid hecause the <fil ter> element musre
conlain 2 <servlet-name> clement that defines
which servlet the filter should be applied o

Chapter 13. The Power of Filters

Head First Sendets and JSP By Bert Bates, Kathy Sierra, Bryan Basham ISBN: 0598005407 Publisher:Prepared for Auguste Jaramillo Forcada, Safari 10; augustejf.cv@amail.com

O'Reilly

Print Publication Date: 8/1/2004

otherwise viclates the Safari Terms of Service is striclly prohibited.

Unfiled Notes Page 30

User number: 729515 Copyright 2007, Safari Books Online, LLC.
This PDF is exclusively for your use in agcordance with the Safari Terms of Service. No part of it may be repreduced or transmitted in any form by any means without the prior
written permission for reprints and excerpts from the publisher. Redistribution or other use that violates the fair use priviledge under U.S. copyright laws (see 17 USC107) or that



Chapter 13. The Power of Filters

5 Which ubour filters are tue? (Choose wll that apply.)

]
]
J

A Filters may be used to creare vequest OV vesponise Wrappers.
B. Wrappers may be used (o create request o response filters

C. Unlike servlets, all fileer inifalization code should be placed in
the constructor since there 1s no init () method,

. Filters support an initializaton mechanism that includes an
init () wethod dhiaris guarauteed to be called before the
filter is used 1o handle requests,

E. Afiliev's doFilter () wethad st call doFilter () ou the
input FilterChain abject in order to ensure that all filters
have a chunce o executs

F. When calling doFiltex () on the input FilterChain,
a filter’s doFilter () method must pass in the same
ServletRequest and ServletResponse objects that
were passed into it

G. A filter’s doFilter () way block funther request pnocessing

Which are tue about the servlet Wrapper classes? {Choose all that apply.)

(=]

]

a

A. They provide the ouly wechauisin for wrapping
ServletResponse ohjects.

B, They ean be used to decorate lasses that implement
Filter.

C. They can be used even when the applicaton does
NOT supprt HTTP,

D. The APT provides wrappers [or ServlietRequest,
ServletResponse, and FilterChain objects.

F. They implement the Tntevcepting Filter pactern,

F. When you subcluss & wrapper class, you must override
at least one of the wrapper class’s methods
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mock srswers

CQVFFEE
CTROHMN

Chapten 13 Avsaens

1 ‘Which are truc about filters? {Choose all that apply:)

(Gevvlet v1A setkion k)

d A Adilier can act on only the request or response object,
not buth.

M B The destroy method is always a container callback
method.

[J €. The doFilter method is ulways @ continer callback  —Oytion C is intorvect, doFilter is bath
method. a tallback and an inline method

1, THe Gy iy A Sl i b ke a i v atigha
declaration i the DI |
_Opkion BN intoveett; the avder
oF Blber exetubion u.balwafs
Seteenined in the DD

[ E. Thenext filter in a filter chain can be specified either
by the previous filer or in the DD.

Which are true ahowt declaring filters in the DD? (Servlet vL 5 setkion k)
2 {Choose all that apply.) -

O A Unlike servles, filiers CANNOT declare inidalization parameters

~Option B ic intorvect,

betause <url-patiern>

mappings will be thained

€ A class that extends an APT vequest or vesponse wrapper class st be e <servlet-nime>
Le declared iu the DD ndpyings

B Filter chain order is always dewermined by the order the elements
appear in the DD

0 DA class that extends an APT request or response wrapper class is

: —Option D is intorvect,
using the Intereepting Filter patiern,

wl"ﬂ‘.’]‘s:l‘& are examples of
M E. Filter cliain ovder is affected by whether filter wappings are the Detavator pattern
declared via <url-pattern> or via <servlet-name>,

700
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filters and wr

Given this method in an otherwise properly defined Fil ter implementation:

3 20. public void doFilter (ServletRequest req, (Gervlet VLA 78 Lyl
21, ServletResponse response,
22. FilterChain chain)
22. throws IOException, ServletException {
23. HttpServletRequest request = (HttpServletRequest) zeg;
23. HttpSession session = request.getSessgion();
25 Object user = session.getAttribute(“usez”);
26. if {(user '= null) {
27 UserRequest ureq = new UserRequest(request, user);
28. chain.doFilter (ureq, respense);
29, } else {
30. RequestDispatcher rd = request.getRequestDispatcher (“/login.jsp”);
31. rd.forward (request, response);
32. ¥
33. 1 _— etk 3 ik s vahd
Which is true? 'an:i.‘.t: b gnward a veoues

d A An exception will always be thrown if line 31 executes.

—Opkion B is intorveet betause it is
A B Line 28 is invalid hecaise request must he passed vahd for a filter to wrap a veqpest
(rote that UserRequest wust, implement:
SevvietR equest)

as the first argument

L

" This linc: chain . doFilter (request, response) _fiotion ( is intorvett betause Lhe
must be inserted somewhere in the else block. dofilter method is NOT vfﬂui\'{d 4o
eall thaindoFilter()

A D. This methad does not properdy implemen: Option D
Filter.doFilter () because the method Eh’: T‘thod‘s "‘i‘;_‘rﬂf because
s Sindture is Corvedt.

signature is incorrect.

u/

]

- Nune of the above
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5 53)
Given a partal deployment desenptor (Sevdlet LA ey
11. <filter>
12. <filter-name>My Filter</filter-name>
13. <filter-class>com.example . MyFilter</filter-class>
14. </filter>
15. <filter-mapping>
16. <filter-name>My Filter</filter-name>
17. <url=pattern>/my</url=-pattern>
18. </filter-mapping>
18. <servlet>
20. <servlet-name>My Servlet</servlet-name>
21, <servlet-class>com.example .MyServlet</servlet-class>
22. </servlet>
23. <servlet-mapping>
24. <servlet-name>My Servlet</servlet-name>
25 <url-pattern>/my</url-pattern>
26. </servlet-mapping>

Which is true? (Choose all thaw apply.)
A 5 e+ beeauce this 15
O A The file is invalid because the URL paciern fmy iﬁ?-i‘{;ﬁ:b wtp 3 Bier o
apev

is wapped o bot a servlet and a Gler the same pattern 3s 3 sevvlet

I3 R. The file is invalid because neither the serviet name ~Option B is intorvett because

nen the filter nae is allowed (o contain spaces there is no suth restriction
[ €. The filter MyFilter will be invoked after the ~Option £ is intorvett betavse
MyServlet seivlet for each request thatmatches Glier.& are exetuted before

the pattern /my. sevilets, not abter

M D. The filier MyFilter will Le invoked before the
MyServlet servlet tor cach request that matches
the pauern /my.

[d E. The file is invalid hecause the <filter> element must —Ofdtlan Eis intorveet belause
conlain 2 <servlet-name> clement that defines either 3 <servlet—names element

which serslet the filter should be applied to. o <""‘!'£"3_{‘-{'€“n> way be used
within 3 < iHer—mapping> element

w
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filters and wrappers

n & g 51D
5 Which ubeut filters are true? (Chuose ull that apply) (Servdet VI P
A Fileers may be used to creare vequest 0V vesponse Wrappers. B A b
- . N —Ovti is intorrelt beddwse

I3 B. Wiuppers may be used (o create vequest or response filters {;Z{'f;.nwloﬂ i€ revevsed.
|4 € Unlike servlets. all fileer inidalizaton code should be placed in

: 3 = corrett because
the constructor since there 1 no init () method, Option C is incarr

there is an initl) methed

. Filters support an initializatdon mechanism thac includes an that should be wed for filter
init () wethod that is guarauteed to be called before the nitislization.
filter is nsed 1o handle requests,

=]

[ FAfilier's doFilter () wethod st call doFilter () on the —Option E is intorvect betause
input FiltarChain object in order to ensure that all filers  £allin d"F'Hf"’U is not. netessary
have a chuanee t eXecute i a Dlter wishes to black

UrThey requs: 551
Furth quest protessing
d F When calling doFilter () on the inpul FilterChain,

a filter’s doFilter () method must pass in the same —Option F is intovieet betause the
ServletRequest and SexrvletResponse objects that Elter =3y thoose ta “wrap” the
were passed inta i, request or the response object and

g ass Lhose instead.
G. A filter’s doFilter () way block finther request processing

)]
6 Which are 0ue abowt the servlet Weapper classes? (Choose all that apply.) CL
I A They provide the oulywechanisin for wiapping ~Option f is intorvert betavse you Lan
ServletResponse ohjects. treate your awn wrapper tlass.

I B, They ean be used to decorate classes that implement —Option B is intorveet because these classes
Filter. ave wsed to wrap requests and respanses.

M C. They can be used even when the applicavon does
NOT supprt HTTP,

[d 1. The APT provides wrappers fov ServietRequest, -Option D ie mtorveet btﬂ“f.“'t bl
ServletResponse. and FilterChain objects. does MOT provide a FilberChain wrapper

3 F. They implement the Trtevcepring Filter pattern, —Option E is incorveet because these wrappers
implement the Decorator patiern.

1 F When you subcluss 2 wrapper class, you must override
at least one of the wrapper class’s methods

you are
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